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(57)Abstract: 

PROBLEM TO BE SOLVED: To limit the transmission 
band of offensive traffic of a distributed disability- of- 
service (DDoS) attack while securing the communication 
traffic of regular users. 

SOLUTION: When the suspicious offensive packet of the 
DDoS attack is detected, a gate device 2001 reports the 
transmission band limit value of the suspicious offensive 
packet to upstream communication devices 2002 and 
2003. While limiting the transmission band of the 
suspicious offensive packet to the received transmission 
band limit value, the upstream communication devices 
2002 and 2003 repeatedly report the transmission band 
limit value to further upstream communication devices 
up to the upper- most stream, and each communication 
device limits the transmission band of the suspicious 
offensive packet After the lapse of a fixed time, each 
upstream communication device reports the input 
transmission band value of the suspicious offensive 
packet to downstream communication devices in the 
recursive manner. The gate device 2001 calculates a transmission band limit adjusted value 
from the ratio of total input transmission bands and each communication device reports the 
transmission band limit adjusted value to the lower-most stream communication device in the 
recursive manner and adjusts the transmission band limit. 
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»iSt-t:XT^W (DDo SftV) 

^ t -y *oessi»**WH-r * c * 0 

[»H*¥IH y— httB 2 0 0 Mi, DDoS lAJRO 

aw^^v h^&tb-r*^ ±gft<oiifi^H 2 o o 
2 . 2003 jc«»§g/^ h <Dfcmmw»Rm*m 

fcTTSo ±8(t(Dil(iSB2 0 0 2. 2 0 0 3(t 

»*«*w»w»cawi-r*o y- hgi2o o i «m+ 
A*easw«E<oit^ j; o <si£m«iBijiensiia«na3 
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/ 

A* £ tisafi h 5 1: y * ^ £>i£^S^ h7t^*«« 

ate & z> mmmm^L t*mc ±sa <o ttjfeiifi^s^ii 

fOEaflSeBli* 

£ /c W: ifli ffiSslSfa* 6 §{i L fc mjHSGjM^SilifJBSffl MM 
-?Z>tPk\c, fiJSBSfi Lfcfiai»«»JIBfflfc, £B5Ifl 
«fiOio±iffiKfcsafflRBafc*SU:* ±8fc<DiiuE 

afifss^aar shue#s§si h^t: *y *©eatw« 
wiffi^jstB LT±aioa«*B^a« r sjaa*fr 

mrzzvmmm^ me^sm/**-* h©ea»« 
om»jf^ i: . hue&*§& h ^ t: «y ? (Dfcmmmmmmm 

oaea±9i[oaA«H». 

^Kilff SB»cAa*tt3MIE3aW&» h v t >y ^co^ 

it a* figa*«B*Ti«oa««fi^aflfr a mh^t 

«HE^ttA*t5a»«II*3i« LfcTWOiMlitt, 
±8ffOijf2a(i«B^:^5*r(£:SKa<i«B*cA*^n 

Eiissa h 9 n *y * o^ft A*eaw«« t ^it l 
/c. aKa«»Btii*5^*fflnaa»sah^t^*<D$ 
ttA*ea»«ffl*T8ioafi«BSfe««ifi3y- 

MiBtfr- hSBtcfettSsSEftSSS h 9 1: *y£co£& 
flHNMHMftttfc* «E±«EOa«KB*^*rK:aBE 
hSiltcA^^ti^HuE^SSE h7t«y^Eg 
flWffifc* »tE±Koafl«B^&SffllLfet9E%«S 
Ih7t7^ <D^ft A73 fii£m^{fi <h ^S(c , ±St<DiI 

KtEaSSBU. 

iME&iBSH h ^ -y ^oeiMfi^^TSSoy- h^LS 
Src}±a<i»B^6SffiLfcSaE(EjM»«E*JKBKSffi*c 



(2) M2 0 0 3-2 8 3 5 7 2 

2 

•JBf ftfcJtt, IQESffiLA&j3IW«»JffinfiB2:. 
WE±iSoa««B*^ * -T MS KanttBc a* « n 

a««Bfr &S«LfcWE&*SH h 5 1 *y *<DdttA 

E±fiKoa«SB^3&«T3ffi)Ifc*:fT0\ 
MEftSSR/^-Jr-y hilim7ccc)g±SStOHuEafMSB^ 

a-r * *th»wk:. eas^usjisnsiKcHaE^ss 
assy $n«y-h8i$/£ «a«sBoiA«s^ ^ 

hO{ciM««*Jlfifit«:S s (d. ih d tc$>^» i vm 

h^S^/c^ilil^BO l o±«fc:fe«a««B*«B3U 
h «B S ^ilBfl^iiO 1 o±gf L tc ^> k TSSBU^f ti^> 

aASBogtms h ^ t y ^ oea*«iRiiBfl[« s s 

(d+1 r i.Wfc-T*^ 

1 



JO 

tcJ:0||[ffiSn*C4:*W*fcr*l«awi *cEBO» 
&B£fc(±afittB£MSU?5S^4:U rl^^dtc^^ 

i ■pBBaffnsy- n6B*fctta««B©a»s»/^ 

-5r-y h<De&ffttHBfl«S s' (d, i). gg^dtc^^ 
S i "CBBUSftsy— h*fi*fctta««BO 1 o±i5f L 

h7t7 ^o#DtA^eiiwi§s(fl^ b (d+i. i. k) . 

d (cfes i r*s»B'J^nsy- hMSfctilfflglO l 
o±8Stcfe§ kT'iagU^tisaSSBogcS^ah^t: 

•y ^ <oeaw«WH3affl w* s s • (d+i . » . w t -r ^ 

i0 2 ] 
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Ss 



— T 



Ss' 



(d.0 



(d.0 



A N tOmcftWZtltcf- h^lStCfc^T, 

A;d £ ti^ilfl h^fc.-y^ 3:^ x-y*U #f&I!-9--t" 

7.^H£i£Ii£>iii^g§i h =j \l -y 1 tt&m-? 5h7t7^ 

ssct^atc, ±j5fi©Hfiisjifs^S'\iia]-r?>fiufah5' 

Ih7t7^ O^lt A^3 £>if Iff i: £g{c , SufS^^ 
§§b7t7 ^(DeiM^WSIi^ffl^PftB LTHfrt2± 

^^Sc^^fgit-rsy- h^il„ 

[it 5J<js 5 1 mzwwfflmm^mi. mm&m^m 

f^Uffi*, y- h^BSfctiiifBgEStfy- M£Bfr £ 
^^r i , St£ d i T'laBiJ^n^y- h^BS^cti 

iiifs^iiaoiii^^^-v bnfcmwmwm* s s 

(d. ih d lefeS i T-IIJSiJSnsy- v-mmzrcii 

mm^mto i o±ffiK£sii{isB?&£:nu(d. i), 
d £££ i T-mmtEtiz?- bmm%tct,mmmw<D i 

o±Sitlc^S k T-SSSiJ^ n-S.il (ISBtDife^Sli h ^ t 

•y ?<D&mvtmMmm& s s (d+i. i.kiti-st, 

l 

Ss 



Ss 



(d+l.i.k> 



nu 



(d.0 



(d,a 



y- hgB£fctiiI{t£!|Btfy- h^BA^M^'y 
£#fiE"f & fr^-f Pg/3cD?3t;* % d , |RJ-tDi3£ d tc*3 

^T'y-'-h^B^fciijifi^B^iasijt-?»#^* i . m 



&*SH'<y-y b©£iS*«ffllfiffl*S s 1 (d. ih ifg 
£dtc;i&£ i T'liSU*nsy-h^BS>t(±ii{B^BcD 
SSSB "J *©£^Afc£iSflttMli*T (d. ih 

at* d i T-iagij^nsy- K&ssfcttJidgB 
^dicssi -rmMstisy- hsia*^(±3ffi<g^ia 

CO 1 o±JK£&S kT'8^J2ft*jSd£BfrSii»lSn 
fcJ&^gi? h 5 1 ? (O^-ftA^fEiMmJafii* B (d+1, 
i.kh ggScHCfc* i T-SKSUSn?.y-h^BSfc«il 
/o BgE<0 l oiSittc&S k TSSBUSnaiiBSBOiScP 
§Sh7t-y7 ©eiM^^MIBllfil* S s • (d+1. i , 

B (d+l.t,k) 

Ss' = t> Ss',, 



(d+i,l,U 



(d.0 



' (d.0 



bmm a 

n tzmm-t 2. y- i- # ssscs nu7h7-»©/' 

TSSoy-h^Bfe-5VHiilfgSB^&rA«SSSh-7t 

z> mvm-mt y^^-j^ (oscmv&wm t . racist© 
ti&m^mmt «r-&st l ^ i^iifi^Btc *5i+ 5 taie^ 

HijisTcScoy- bmm&zwtmmt&mfribVimumh 

^0 -tzmwmwmm^mt. 



-ric^^iifigBKA^^ns^s^ F7t7 ^tog 

50 «I<I£\ y-l«eRSfc«±B«»B*<y-h8tHA'& 



-3- 
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i , arc d ess i vmunz?- bmmztut 

(d.ih iS^dJcftS i 1?W»J*n*y-h««$fctt 

w&mmco i o±atKft*3flifii«iBa*nu(d. o, 

dfCftS i T*aiS'J$tl5'y , -hSB$/'cttiieSB<0 1 

dtcft^. i T*SSSiJ5tisy-h^B*fc«ii«SBo i 
0±8S»cft5 k T?^8'JS4iSilfi^BtO^SI5 hvt 
•y*0£aNWM*BB*S s((W,l.lt)kt4t. 
[«5] 

1 

~~ Ss 



Ss 



ld+l t i,k) 



nu 



(d.i> 



(d,D 



y- h fcttffl««B#y- h «B** & 

i>Ty-h«B$fc«affl«B*«g»j"rs*#* i , « 

£dtc&3 i T?»gUSn*y-b«ESfcttffl««B<D 
SWB^ir 7 hOeSiWSlt S s ' (d, ih » 
£dtc$>£ i T?BgiJ*ttsy-h«BSfciia«ttB<D 

h7t^(0 &I+ A* GHI»«ffl[* T (d, i h 
8*(IK6S i ri»»J*n«y-h«B*ft«±illl««ll 
© 1 o±ffi^dD53i<iSfi*l«giJ-rSfc4i)OS^*k. 
i££ d lc3r>2> i T-BBU^tiSy- hl£B£fc(*a<li£B 
€0 l o±ttfc«S kTW9JSnSiBi«*B^6aBai*ti 

h =? t >y *0^ltA:fc£iMWSlHI£: B (d+1. 
i,kh SSSdlcfc* i t»«giJ«n*y-H6fiSfcttil 
ff^uico l -o±i5Stc^§ kT*l«BiJ«ft*ifflffl«BO«» 

8Kh7Hv^oeas««MnniBB«s s f (d+u. 

k)£<r*i:, 

[sS6] 

Ss' = ^ Ss' ( , 



td,i) 



2£Bo 

B»#S18] «ttOjdlfl«B«IRIg«U:ffittLT«:« 

SESJJRSfflk, ^iSy- hfiB<0 l o±gS!caDSiiflSS 
affile, ±^iuteiSfI^H^MSl-r^)tufEi^^^ 



fta^sKoamftB^^^rtcaKy- httBe a*£ 
<oaa«B *^ & g« u ^neftwsic h 9 1 ^ * *>*w- 

- f *ffl*-r * m imm± v&fr 2 n s a > t? * - * y 

TMoy- httBX<±a<I&Bfr h 9 1: -y ^7 

GifflWMfr bus ECaSfV KWBBti: «ST SXr^y^, 

MfB±SK<oaffiKB«:^^-rJcSK5afiSBtcA*^n 
* h7t7^ cofEiM^HSffi <h s «rtB±«oaB« 
«Bj^6fi«Lfc*ltA*fiaS»««fc**ltLfc. ^ 
KiiffiSBtcfettSSiJfB^SSg h^t: *y *o^ftA£) 
eaW*«*fl<nETBoy-h«BXttiiD««Bk:affl 

MiETWoy- hasxttaflttB^&ea£*«mnH 

B*^^T -r ^Mafl^Stc A?7 StiS MBB&»*SE h 

^K.vt<D&m^wmt. iuiE±flKoafliaB^&fiB 
l ^mis%s$B h7t7^ o^t+ A73 eai»«ffi t ^ 

Stc. ±8R0Da«SB'Naa-rSm][Ea«SSh9fc:'y 

- e^(ia*R±yD y^ i, 0 
^T^-ris/^^fg^^d, im— ©jasd^*3^ry— h» 

BSfcttaBSB^ttSiJ-rSB^ i . Sl^ d tc^>^ i 

-essgys n«y- KatBSfctta»«Boa»s»/^y 
h oeaiffijaaiijiBda* s s (d. i). d tcao* i t* 

I»giJ*tisy~ h»BSrcfifflS»B<0 l o±SK£aD* 

iifigB^^nu(d, i). d frcao« i r-Btsu^nsy 

- M6E*fc«afflSEO 1 -3±8R(cao5amKB%iS 

jo - h«fi$fcttaffl«B<o i o±sstcs^ kTBigy* n 
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8 



s (d+1. i,k)£-?Z>t, 

1 

Ss. ~~ 



nu 



Ss 



W,i) 



(d.O 



^^^d. m— (D'&z dieted ^x?- h&w&rc&mm 

«H«K8UTS*** i , d i T«[giJ*ti« 

iUtHHfil^ S s ' (d.ih j»SdK:*S i T*«giJ*tl* 

A*fisa»««*T (d. ih d \zlbZ> i riwjsn 

*MWT*fcft<D#**k, j£2dtc$>£ i TWBUSn 

*ft*ii««Bfr&iitt*ftfc&TO»h7 t<y^<0^ 
I+A^eiS^JSSfil^Bfd+l.i.k). jgSdtcaoS i t*B 
W*ti*y-hKB*ftttMD(l«BO 1 o±iSu:&3 k 

msj^nsafi&Boscv&fi h ^ t ^ * <oeiS6»w 

WllteSs' (d+1. i.ttfc"*-**:, 
[ft 8] 



Ss' 



L A N t OF^fc^jf 2 WcV- h »B±T*HlfT £ n§ i 

^y- hBBfcftttSAOTBBBSK h7t -y <7<D££fil 
Ifh7t -y ^cDeiM^SfiiJPIfia^tD LT±iJitOJffi«« 

A73gJMw^fIi:^StC, tSSe^SSS h5 t -y y(0g 



(5) 



Wimil 2] KI«g(T-S53>^a-^t5j;yL 
7n 9 v A*gBtS Lfc 3 > If a R&ft 0 RlfiS&SdiS 
©£38«WIW«B*SBU MKStBSHh^fc'y*© 

/o e5Sflf**(wiEe»^«iiijiBtf[»c(wis-r sxf -y y fc , 

§ h7t'^ ocas** bb t , nr/nejbgftcojaim 
sb^ e> sb l rc-SMiAn c&bbb t fc^it u tc . s 

Kiifi«B«c*5JtaS5aaa»SH h 5 t -y <7 OMtA7J 

fJETSSoy- h 3£BX*± iifISB*> e» eiM^«EWffii@ 
geeiMfif HSIIiiJRgiStlSSffilc iuje-t 5 X 7-v7t. 

5 t -y ^7 oeaSflNNB i: , 8uge±^©jffifl^!S^ & »B 
L ^BE^CWBH h 5 fc -y J» <DGMt A73 eiSflf Bfi t * 
Stc, ±?5Sc0ji{iSB^ilSl-r5§aie^gSh7t'y 

^ oeju^MRsf^fifl^^mLT, uusb i -z>±.ffi.<om 

E£ ft liiiBSBfciBS'J-r i , d tcfei, i 

•y hcoeiMli?^ci|iiJIS{iI^r Ss(d,i). rS2 d i T- 

iifI^BS«:nu(d, i). d i T-BgU^tlsy 

- h»B$/-c«ii^B<0 1 o±8ft»c3&S kT'3H3"J;*n 
«iiBBScBO^BBe h 5 1 -y toeJMffi^.lnJPMfiS* S 
s (d+l.i,k)i:-rsi:. 



JO 
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10 



Ss 



nu 



Ss 



(d.i) 



(d.i) 



jSE^^rd , |5]-<0i£2 d tc&^ry- hSBSfctiilfl 

SRifi^Ss' (d, iK «S dtcfe* i T*«8US*lS 

httB*fcttiM*B©«»BJBl h 5 k -y 
A*eaSflf««*T (d, ih &2 d i r*ss«u^n 
5^- MSBSfcteiHIfiBO l oiflEKfeSjidlSfi 
*MWJ-r*fc«><Z>##*k, ia^dtcfeS iTWBU^n 

*n«a««BA^6il»J*tifca*SH h 7 k *y 

9JSti«y- hBB£fcaiffl«jBB<D I oifltticfc* k 
T*IKgU*ft3»««B<08c»S» k *y ^OGSiflfJS 
©JPISSSffi* S s * (d+1, i.WfcTSfc, 
[ttl o] 

B (d+i,i.k) 



Ss'. 



Cd+l.i.10 



= T 



(d.i) 



A * EST 5ct «tirflt i: T * EtMStto 
[0 0 0 1] 

fc*€>, *-tX^*l«c»©BS±*ttfeJ:t/*0«Ba 
[0 0 0 2] 

TCP/I P (Transmission con 
trol protocol/internet protocol) h7- 

-rs-9--tr^^fig^« (J^T, TDo S (Denialof Ser 
vice) rfc^J fcEt) 3rBo*<*C tlifS^nn^t\ 

i>*#, jaaBHf^eBi^caMLTDo s&»*fr-p 

TDDo S (Distributed Denial of Service) J&5iJ 



[0 0 0 3] CCODD o S&mctt-?2>-~Wj'm<Dj5&t 
LT. UUNET*±<DC enterTrac ktfdD3 0 

D D o S)Sfflo2fl7E*i6I»-r*aWT*dD*o 
[0 0 0 4] $/*c, DDo SXAS^ffiL^y-HcfcD 
iA»7Etcifi(/^±86y- KT*#S h 5 k y ***JK-r « /-c 

/0 Sy-9—ex^Ffigi3c^OK±>3ffi (HM2 0 0 1 -2 7 4 
0 16). AT&Tttli* (R.Mahajan, S. M. Bel I ov in, 
S.Floyd, J.loannidis, V. Paxson and S.Shenker: "Co 
ntrolling high bandwidth aggregates in the network 
- extended version" (2001)) % I D I P (Intruder 
Detection and Isolation Protocol) (D. Schnackenber 
g, K.Djahandari and D.Sterne: "Infrastructure for 
intrusion detection and response" , Proceedings o 
f the DARPA Information Survivability Conference a 
nd Expos ition(DISCEX), South Carol ina(2000)) £H 
20 tffe£ 0 AT&Tttifcfcfttfl DlPtt, 3t»ttttK"< 

itTJffite. ;l/-^t^>Xh-;l/$tiTi/^8BS/^ 

^tcrqittr^^nTi/^ h 77>f -y *£T*ffliifi;£-£fc 
[0 0 0 5] 

BWH*W»L «k 5 il-r^PUl^] Center T r a 

c k&. 3R**s»fca»#tfa»**ws'raci:* 
[0006] sfc, c<Dthm<Dmmmw&mt8fr<Dft 

D I PU:i3T«, ijtSS^y-y hfc»SShft/^'v 
fetfiZ^fctb. KoTiE»»JJ1J#^&<OiE8i/^^ 
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[0007] *«wjw\ ±EWff**a bra snfct 

yn^9A*jJi«-r«c4:«*:fea 0 
[0 0 0 8] 

cbb***** cwwtt, ±eoh 

pig l a n *s jt tf * 7h7-^ oiBit^sps n^y- h s 

h^HCi. Aa^safihvfc-y*fr&&«HSHH9 
t y Lfc»£lc, 3»£y- hSEB£ttt*«fffiE 

&mnwth^tv2<D&mmwmmm£s say- us 
w<D\^±mc&zmm&m8Lt*mic. ±m<omm 
mmm^mta* *msx&B& h ? t -y *©ga«w*M 

t\ D«lEa«KBt*. lME««SHh9fc-y*<DeaKff 
WTKoy- hBBSfcttaABBfr&^LfcmE 
JfEMISffitc «T %tmz. ftuESM L /cfc53lfr? 

fc*g£. ±8ttO|([IBil««B^aa-r*fflrEa»S» 
h 7 «y ^OfiS»|f«MH««19tU LT±»©a«»B 

^3ii{f-r^>sas^?Ti\ mE&m&w^v bmmjtco 

*±8RO«HBil«ttBK:a-rsSTS»Kltc, fuESt* 

Oii««B«. MS^««BKArt*n*fflffi#*S» 
F7t *y *O*«-A*eaflf*«*T«c0iin«ttB'NaS 

T»EOil«4fiB*±, ±8ROHuIfiiifigB*/h^-r(cSE 
aflttBK A*J * ft*i&E#«S« h 9 -y * cOEiUm 
tttt s 9« L MEftBSH h ^ t «y co Mt £ 

h 9 1 -y *oftitx*ea»*B*T»oa««B 
*fctti»Ey- hBE-^aMu aaEy- hKHteia-r 

*S^S»W*cfIEa*Sa h5t *y ^^ItA*jGii 40 
»*»©a«-r**M*fTi/\ MEy-hBBtt* 
y- httB£&t*«flfflE%fl8H h^t -y ^oeiSSWW 
MHMBBJ:* WI2±SKOB«*B*^*r»caKy- 
h SBfc Art * tt*ME#»&» h7b7^ 

7fc-y^O*WA*ieaiW«ffl[i:*»£:. ±8tOIB8 
B^BttT*mESdR6» h7t'v ^toeai^WWKH 

t\ AfreaottpBtt. oiEawH h7t«y *oeafli 
K^Tflfcoy- hmmzrcimmmmfr^mistzmz 50 



Wffl 2003-283572 
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affWMMlBBJ:* WE±iffioa««B*tt*-rtJ:3 
fiSafi^lMtcA^l^tiSmiE^Sai h 9 1 -y *<D£2! 
Wrtffii:* H!JE±aoa««B^6SfiLfcmE*»S 
Hh^fc-y* ©frit Art £a««fflfc*»c. ±Sttoa 

iBiBBffi^wth LTfiuE±fl6<oafi»B'\j3ifi-r 

fc«rfrv\ H«[E«»SH^y-y hiMffi7t;O«±8ltc0fi9E 

a««BKarss ^ffttMnHBBic 

fiuE&SSii^y-y hoeiMW«OMHi:JtK:. fiuEi* 
[0 0 0 9] 2 fcE«<0*W«\ IS^JS 1 tE« 

o»ftffl*--tfx5Fiieaw6±*ttT*or. mesa 

tfttMHtttt* y- h«B*ft«4a«BB^y- h£B 
/n6fif*'yyatc#ft-rS}^*S"rBBOjSi**d, HI 

— <dss$ d tcfc^ry- h^BSfetianKB^sag'J-r 

fctiaBfifioa^SB^y >y h<D£ai»«»Jffiffi£: S 
s (dj). i!R«d*c«« i T-«BU«n*y-h«BSfc 

tiiisi© i o±at»cft«a««B»*nu(d. i), m 

* d tc^,^ i T*«H3»J*ft«y- hSBS^^aflKBO 

i o±flKtc*sa«ttfi*Bg'j-r*^«)0#**k, s 

$ d tcg,^ i t?KgiJ*tl«y— hSB*/-c«afiSB<0 
l o±?jf L tc^^, k TK8iJ^n«afl!«BOft«SH h 9 
t:y*oea»«»JH«*S s (d+1. 1.Wfc-TSi:, 

[»1 1] 

1 

S8 (*»i.uo = nu (di) Ss cd.o 



[0 0 10] »*«3K:E«<05EBBtt. 1 

sa«9i 2 *cEtt©#»B*-^x3F(fia«iiBit»ffi-e* 
or. tttEeaffiritijnnBtttd:. y-h«B*fc«a 

PSBOS**d. [p]-<Dr£2 d tcto^ry- h^B^/c 

aa«ittB«Kiiij'r««9« i . ^^d ic&z \ t»j 
snay— httfis«:»a««Boa»SB/<-5r-y ho 
eatwwBBB* s s * (d f aidtfesi -pbibu 

SWy-h BB * fctta«BB© WWffltt h7t^ 

o^H-x*ea»if*B*T (d. i). b$ d tc$>^ i T-ia 

8U*ttsy— hBBSfctta«i£B<D l o±^tc$,^,a 

SU^nsy- h8I$/-c(iISSI© l o_tijfJc$>£ k 
T»«lgU«nsa«BB)b^6a»l*nfcaBSB t: *y 
^O^StA^eiMfiJigfifl^B (d+1, i.kh i^e d tcfeS 

i -ci»jsnay-h»B*fctta«BB<D i o±^ L tc 

k T'KgiJSn^aBBB<0%9$H b 9 t -y ^Ofe 
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Ss' 



13 

SSfiffi^rSs' (d+1,i,k)i:t5i:> 

B (d+l,i,k> 



Ss', 



Cd.0 



cooi i] n«o(4icfEtt<o^tt. aae>aft&B 

53 Vfcfa — ^*3«taL A N £<DmiCftt$ Zftfc-?— b 

m-r 5 b 5 1 -j * m&m t , assy- b gBicfti* s 

Heifflfi^iS'sifliSi-r 5 iiuse b v k -y * sm#istc .tot 
LT±»ioii(Baii'Nasm-rs*«»jiB»^¥afc. % 
m mrnrnm t . suis±^<Djifi^a^^^ r t sisy 

- b gEB (c A7J £ n 5 fiOIBftSSK b 5 k -y * <D&m& 
Wtfii:, uui?B±Sft<DjiB{§«Bfr LfcaQse^SIJ 

[0 0 12] ^*3S5tciait£DliWl±. IS*3S 4 tctBSi 

»$s'j-r5«st* u d tcfes i -rsMuarnsy- b 

(ISrS s (d, ih mi£ dlC&Z, i T-gH§iJSn*y- bg 
B£fc«jflHigB© l o±ffilc**ifflffl*IH»*nu(d. 
i), j£2 d fc&& i T'Mg'JStisy- bgiBSfctiilfl 
^Bco 1 ^±iffiU:a&SilfIgB£§tSUT3fci&<D#<f £ 

k . d tcfc5 i T'lasgijsnay- b^s^fcteiaffl 

l^iSco l o±8RCJ6* k T-SSBU^nSiiBflSBOiSc^ 
Shvt^ Q&afflHKiPJISffi* S s (d+1 . i . k) £ 

cai 3] 

1 



Ss 



<d+l.i.k) 



nu 



Ss 



(d,i) 



-<D?S£ d tc&^ry- httBS£U:i§fl«B€:BIgiJ? 



/4 



s* (d. ih ai^d(c^^> i T'WJ^n^^r-bSia^ 

feaaflBBoftffgH h * t y *oftitA*eanif« 

ffi*T (d. i), *£2 d i TWgiJ^nsy- h^g 

*6<D#^Sr k , d KfcS i T*KB"J«nsy- h£iW 

BA^ iift ^ tl fc«»S» h 5 t y ^ o^If A^l eiS«f 
/0 «ffl*B(d+1,i.k). gi^dtc*^ i T»«gU*tl*y— 
h ^® S /c ttii«»Bco l o±?S{c aD ^ k T'lSgU ^ n ^ 
iiieiSBO%«$H h ^ t *0&£*HMHIIHtt« 
S s' (d+1, i.k)i:*rsi:. 
Ctt l 4 ] 

Ss' 



Ss*. 



(d+l.i,k) 



- T 



<d,» 



(d.i) 



«t D BHJTS c i: 

20 [0013] ifjRS6icia«<ofswt±. ffiwm&X'&z 

k -y ^oe^W«*i!OTBg3lllf«»JHfflK»JiS-r*flf« 

aflKB^nrsmeftssH h 5 ^ -y 



HUlB 

3ES 



[0014] »*3i7tg2«<oi8Mii, mmmeiam 

iSm^ffi'JPSfa*, 7- h«B* fcttii«SEB*«y- b^ 
50 BA>c>f5I*-y y@ (c#Tt-r5*^^-rPiJlcOS^% d , 
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?Z&mt i . »S d i TM9J*nsy- hgg 

S s (d, ik mtE d teas 5 i T-iggusnsy- hgIS 
fcttiHB«EK<D i o±gii(caDSiifi^E^ i &nu(d, i), 
sis d i -ewwysnsy- h^issfcwiiiifi^ia 

tO 1 0±8KC3&5il<gg§*KS'J-r3/-c:*!>©S*t«: k . 

as d tc*5 i T-ssgijsnsy- h&mzrzimm&s 

vk-y^<oeans«s'jiEffl*s s (d+i.i.wt-rsi:. 
cai 5] 

l 

Ss 



Ss 



(d.D 



<d,i) 



mkumhi** Y-hmw£rcimmmwtf?-bmw 
— <o«« d tc4ov>ry- httasfcttaA&B^nuy?' 
fcc±a««Boa»8«>*irv hoeaiaf«Bisffi*s 

s* (d, ih 8B*dK*S l t?BIWJ^n*y-b«BS 
fc (iMfl^B^i^^S^ h 5 H -y * (D^I+A^eiSSWig 
tt*T(d.ih i»*dk:*% i i*BlgiJ*ftsy— HfiB 

sfctiafiSB© i o±sK*cfesini»B*iagij*rsfc 

k. i££dtc&3 i T.«»J*tt*y-h«B 

B^eaa«nftst»s» h7t-y ^^ess 

«fifi*B(d+i. i.kh r££ dt;:&3 i TMBMSnsy- 
hSBSfc(iii«SBO l o±86icfe5 kT»g'J^tiS 
5ifI«BOijc«SS h 7 t -y ^oeaiffir«*JfilMSIffi^: 
S s' (d+1,i,k)£f £t 
[Si 6] 

B (d+i.i.k) 

Ss', 



Ss' 



(d+l.i.k) 



= T 



(d,u 



' (d.0 



[ooi5] mm\8izmmmii±. m^mmmm 

ArtSnsaflh^fc-y^^x^U #»SW— tf 

n£^- hSB(cfttt&IHE&88» h ^ k *y ^<DfiiMfn 
Wilt h^H^ l o±«ic&aii«SB 

SfcfcSK:, ±»DHaEa<IKB^S»^£ii9E#S§ 
«h5t -y *oeaS«*WKffl*Wm LT±L1t<oa{l^ 

B^fi-rs^f-^yi:. ME±at©a««B*tt«-r 



/6 



oeiSWSEffit HM2±8E0)iiSSB^6S(iLrcBuE 

E%#8H h 7 £ 'v »oeaKflF«SHnilMS««fftU It 
B9E±8StOjl«SB'\3ifi*rsx-ryy4:. 

[0 0 16] M5R^9(cEK<DISWti. KSTOftTS* 

«tifc*^ h7-*<oy-H*wi«'r*a««B±-e* 

h «BXliiim«Bfr h ^ -y * <D£5M?Bf« 

A0Ge%w«Hn«(c whit ^7x7^, nmecfB u 
iftiRtsit, ±*©iWEa««B^a»T*ME 

oaftfiB^iUfi-rsx-r-y^i:, H«JlE±8fttoa«SB 

*^srtaBM«8EB«cx*«n*awawh9k^ 



20 Mfxtj&mmmmt^MfLtc, )%mmmmmc*5<<fz> 
mz&m u Baig^sssa h 5 1 -y * ©easwtsfcME 

eaWWWHIMIBKiSIHTSX^-y^k. HuESflL 

tc^isaff ttBK:A**nsMEa*SH h 5 1 -y 
fe^M^^cfa t . ME±«©a««BA^*« L fcMES: 

30 <oa«aB^aa-rsfflfEft«sa h^n ^ ^oeaiw 

«*JnHflEfl[«M[tU LT, huE 1 o±^(Daft^S-\iM 

[0 0 17] mj&mi 0*CE«O56W«±, II^Jl8^7c 
7AT'6ot> anSfiaffWHIBiltt. y-HBB*fc 

raj«n*y-h«B*fce4a««Bo*»s»/<-5r^ 

h<oe5iSW«ll?JIBfii*S s (d. ih gg^dtcfes i T'S$ 

gij s ti s y - h^s^fc «assBo 1 o±?iittc 5 a 

h«EHS^:U:aBttiao l oiSSicfesafl^ia^TO 

hSsBS^ttaflSBO l o±^tc^^> k-pifigy^n* 
IflttBOftWH h 5 1 *y ^ Q£&ttWMBfil« S s 

(d+i. i.wt-rsk. 

50 C» 1 7 ] 
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1 

s <d+u.k> = nu.., Ss (<m> 



^y^h^^ili^Ss' (d. i), ggSdlcfe 

h-7fcy^O#«-A*ea!1lf«««:T(d.i). r££dtc 
i Tlli?J*ti«y-h«IBSfc«d:JiDffll«Bfl[) 1 o± 

£?*0^*ttMHHBfl*S s f (d+l,i,k)£T& 
[ft] 8] 



[ooi8] WjRjsi i kk*z»si«wu «a<oii«s 

3 > t! — $ ts £ U L A N £ <om\Cl\^-£fttc?— 

- h«Bfcftl*«fflEA88H h7t7 ^oe3tff«flfl 
ffiffi*. SiSy- hSIO l o±8Slc&5iHiKB&i: 
^Stc, ±*comiB31««B^iiffl"r*iWEa»SHb 

jMfrr s >y y t , ME±»oa««B*tts m m§ 

Ky- h*Bfc:A**h«mESWS» £ 7^0£ 
SSriSffii:. ME±Slioafl«BA^6*«LfetmEa» 

±^oa«KB^ai(i-r5x-r ©#aa*3v 
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[0 0 19] I83aSl 2 fcEttOSWte, B6»»*T* 
S3 >tf i-*:fo<J:tf L A N*K»-rsy— h^Btflg 

asatWMKttfc. SKa«»Boio±jR«cft«a«i6 

/o Ef» ±J«OMEjfll««na^jffitt'r*B8EaSS 

mmw^mmrz>7.-Tv7?t, mE±«<oafli»fi«^ 
2 -r ic a kh«kb(c x*^n^ iiisii h 5 n >y * o 

ti&mmmmt^MfLfc sBa»seBtcftt*&ME 

hmwximm^m^mm?z>xv-v ft, met 

aswviHiBmiEfl^. iw2±»toffl«ssB*^^'r*cs 

KSff SEBtc A7j 2 ti£ ttEftSSCE h ^ t -y ^ co^H^M 
««ffl ^ > ME±at<Offlffl«B^ 5>§fl L feijaEftSSS 

ft »B^afflT«WEa»SH b 7 1: -y ^<DE5JiW«SiJ 
RBIHS««ffttLT. DOE 1 o±ggOiiDfgSiiS^M{ir 

iRffl^-^^iieawwi^Dy^AtEa-rftci:* 

it? [0 0 2 0] SSaRJS l 3*cEK056^fi. IB*rg i l * 
ftJ4i*«] 2tcIfi«£0^S^--liXT^rS[^il 1 7 p 

T, S3EeiMWJa»JHffitt. h«tBSfcW:a««B 

h^B^ fir* ^y y e s^*s-ti»bo 

r^^^rd, H— Ogg^d(C^5l^ry~h^B^/c^aff 

y-h«B*/-c(ia<i»B^*§g/^-y hOfciM^ 
KMS<I«S s (d, i)> dtc^S i T-WSU£ttsy 
- h«BS AttaBKBO l o±SS^fe^iffifl^ElS^ 
40 nu(d, i). gg^ d tcfeS i t?»8U*tlSy- h8iS/c 

«iifisBo i o±aKfc*sa««B*«8U-rsfcfc<D 

#^k, jg^dfcfeS i TWBy«ti*y-hSEB*fc 
ti:afi^H^ l o±8RtcSS k T'OTJ^nsaflgBO 
i^^g^ h 7 ti7 * <oeai»«WHffl[* S s (d+1 . i . k) 

mi 9] 
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19 



20 



Ss 



W+1.U0 



nu H1 Ss «j> 



>*5ry hcoSM^liSlff^S s* (d, i). dlc$> 

% i ^mm^n^f-hmm^rammmmommBM 
y^^-j^ <om\ xjjfcmmmm t (d, i ) . d «c 

i T^SU^n^y- hS^^/cfiilfl^ScD 1 o± 

«t ic & & k tissu 2 n ^ Mfi^H & mm £ ti fcStfSS 
a h 5 1 v * o^it a* eaiiif «ffl* b (d+i . i , u . » 

H&2 03 

(d.t) 

[0 0 2 1] 

aiJHLfc*^ by— ^©ttMniT'feSo cogues 

T. 2 0 0 0^-/^ 2 0 0 1 fiCOjeWO— HfiffifB 
ffiJCfcSy— hSK Mr— b*x^) , 2 0 0 2-2 0 

0 6ttcofE9!o— *«iJBIik:j:*iiB«»H 01/- 

*) . 2 0 0 7-2011 2 0 1 2&CO 

»W<Ofi3fi*5BfflLfcta)Tttftl^— »iS«i6« 01/- 

A^lRSStlTl/^SL AN (p-*;I/X'J7^7 b7- 
tt. y-h8!2 0 0 1 (Ccfc^mai^'y 

200 2, 2003. 2004. 2005. 2 0 0 6 &. 
tf— «a«SEB2 0 1 2*tf LTl^*o DDoSS*« 
^Ci:oTi(^n/cSSgl2 0 0 7, 2 0 0 8. 2 0 
0 9. 2 0 1 0^ SfcS'VSr-v h^r»^S8«<D-9-w^2 
0 0 OKrSjfroTjMfi-f S8^^T7 h#*&*# 

hSS2 0 0 1 <0H2a*iflWLTL*U\ DD o SScS? 
#fcii«IBB«&iE«fiJffl#Oiam2 0 l l*p&-fr-^2 
0 0 0lcfiiT^S:<^5i:i/^S^c§ o 



[0 0 2 2] h«H2 0 0 Hi. ^*6+J— M2 0 0 

LTV>^o H2»cft«Sa^tti*ftOR^c0ffiJ*^'ro 
£6*C. y-h8B2 0 0 Hi. IW»3»ft<0*«- 0 

/o o ostff-^2 o o ommznx^z l a uom^ 

[0 0 2 3] H2KH3H-*R*8»ttm*m±. fcffiJK 
14, «ffiBSfflRt/»tBPJia<Dia3b^S:S3ffl(OUzi-K 

20 ceo h5 t:*y ^^ilfl^^r^ M«fc»S*/*5r* htfe 
5fcKB*ft*o ttfcHBteli, IP^yhOS3/4 

■BttagijfctnsBttBoiiSflBe-r*^ ss3MSi 

ttT'feS I HO TDestination IP Address Ofcft; I P7 

Kbx) j ti/>-5jBitagij(ii&-ri§£^ns 0 B2ic*3 

l^T. #^ 1 cOU^-FCD&ffiJSttte. TDestination 
IP Address «ii5fc I J H92. 168. 1. 1/3 

2J T*$>D (dst=192. 168. 1.1/32) . I P£>±ffiJH (fg 
41) hn/bffigiJ^-T TProtocol C/nba 

;U) J TTCPJ Z*&9 (Protocol=TCP) . fro. 93 
30 4 17p h 3i ;l/tfE<DT 7 U -7"— ^> 3 VOfll ffi^^^f 
TDestination Port (^f-htf) J T8 0J 7 
£3 CPort=80) fc^^KttfflJJ'Jfc^-n&BttlBOWr 
HS^nSo 1^2^1/3- FttttUSttti, TDestinat 
ion IP Address «E5fc I P7KU7) J # f 192. 168. 1. 
2/32J T*3d9 (dst=192. 168. 1.2/32) , fro. TProtoc 
ol C/Dhn;!/) J ^ TUDP (User Datagram protoc 
ol) J T*&* (Protocol=UDP) fcV^JRttfflSU^^nS 

ISIiti. TDestination IP Address I P7KU 

^ X) J ri92. 168. 1. 0/24J TS^SttfflSU t ^OJSK 

[0024] s/t, h^ia 2001 RummmE. 2 

0 0 2-2 0 0 6ti:. ft»8g/^7 KOh7t:y^* 

50 *fc«>it:fl!S±ffifflsnso ^iEh^ti^^ftWi. n 
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*P<DD D o S iAS<D*ISW) b9 t: y 

2>£WM-2ftZ> Q IU3<D#*§ 1 C^FIE h v £ *y 

t*. reiM^MT 1 K b p sWJ:(D/^7 h#S 1 g>« 

LT^o §^2<D^IEh^li*y <7^mi. rg 

iH^HKT 2 K b p sJ^Jt. 31 3/17^ ha;l/T^^ I C 
MP (Internet Control Message Protocol) ±(OX3 
— J5» (Echo Reply) ^ *y-tr— *j<T»\>r y htf S 2»J^ 

T 3 K b p sJ«±. x-^tfSTtTSfc^^T-v Mcit 
SnSf-^ttUfil P/^-y MctffiJLTSMflLT^ 

S c 

[0 0 2 5] CCT\ y-hKl2 0 0 1 Rtfififs&fi 
2002-200 6 ^^fu^ ^mi^fliU^^^l^^PittHJj-r 
So H4tt*HfiS<ojBffit£:fettsy— 0 0 IR 
lfm§mW2 0 0 2-2 0 0 6#ffl**»«»]ffl^r;b 

5)iU CQ^X£fi£oT^-y KDaj*W«W»* 
|I^S/c^(D^tVI/£:^To 7^^ 2 0 2 Hi, A 
^^n^^7h^jE«77X2 0 2 2, SS£^X2 
0 2 6. ^IE^X 2 0 2 4(D3~D(D5^7.\zftmT 
S Q CO7^;^ 2 0 2 1 <DiMH7;l/:Jy XAli 

tlo£-f So IE*H*^X2 0 2 2ttf7^l/h^7XT'* 
9. Effl*9X2 0 2 2tC»^^n/c/^-y HiiES!* 

tlS Q §1^7X2 0 2 6lC»«Shft^ir7 Mi, § 

0 0 0 0 O^lRS^tlTl/^ L A N^tC 

»^*r*s**a— 2 o 2 7 ico&tfn, mmnmcov- 

-^2 0 0 0&tf+r-/*2 0 0 0 ^IRSS tlT^Z L A 

tco^rtemarrso -9—^2 ooo^ux^LT^sy 
-h^H2 0 0 1 <Dse*a-oeaiflf«wjiBffl(iK» 
w»<o-9--/^2 0 0 o&tf+r— /*2 0 0 ows^nt 
o>s l a Ncom&mic ^^r'ftbK&^tift&mmvtM 

H«*«jffr**^ ±Sft<OiiBfig|l 2002-2006 
T*(i, T8KOil««B^62«LfceaS»«jWHai*tt 
fflfSo ^IE^X2 0 2 4(C^S$tl/cv^^y Mi, 
^FiE^a-2 0 2 5 KOtttftU h 

«7— i^o#u ->-(cBBt> o s/iii o jcifii^eais 

co o 2 6] «^t„ y- h^E2 o o i Rzsmmmw 
2002-20 o 6tffcmimmm*'M'a-?2>rc*b<D. 

7^^ 2 0 2 1 C0^Z;l/Z3UXA{COl^Tf^^r 
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So y-hSB2 0 0 1 RO r HS»E2 0 0 2-2 0 0 

cco»i'ir;i/auxAT*»^-rs 0 0 5ii7-r 2 0 

S 3 0 0 3KH3^T* 2 0 2 1 ii, Atl^tltc 

i'2 r *^*lC&%ll,rcm^ f^y Mi^IE^X2 0 
2 4(d7j^^nS (Xf77°S 3 0 0 4) 0 
^tC^L£fro/c*§a*Ci. XT7/S 3 0 0 5tCil 

y*7^tc^rnfim?^x2 o 2 e^s^n 

(XT77S 3 0 0 6) . ^L^l^-a-tCtiiEM^^ 
7. 2 0 2 2A^?n§ (Xf77S 3 0 0 7) 0 C<D 
i7»CLT^7X(C»!g$nfc/^7 Mi. iE«*a 

^^ + RC5^iE^^^ + (D^j«^oi/^T*if$ai-rSo 
[0 0 2 7] DDoSl^X^t^mS^ 

20 m^m^7rs-r 0 £t\ m 6 oy- 2001 <d^m 

CDilfl^B 2002, 2003 <DfijS»«SijrBS^§{i 
BJ«*St7D-fir- hMi9W- h££!S2 

0 0 1 Rxsmm^m 2002 — 2006 o^fie h7t7 

[0 0 2 8] mecOXv-y-ys 3 0 11 tdfet^T, 7— 
hmWi2 0 0 1 « % &ff8H«ftUftfl: (H2) iC&-? 
50 Tx ttaiHHT»S*nT^*J:Oftt^«FI«lii»lUr. 

S. tttBKttk:&a-r*h^t:-y^«:^xy^L, 3HI 
(?)U3-KiDftO^-rn^<DU3- KtC^Lfc^. 
COh7t77 ^ijiSSg h^ty^t LT&titJlT So 

•rsi:, xf^ys 3 o i 2icis^T. c«^n/c 

S 0 Sgi/*-*^*li, i^S^h^n^^Oilil^y 

^ ?>ns 0 ©j^-tf. m2<Dmfeffl*m^Tfflffi?z>t, s 

^7^-vmdst=192. 168. 1.1/32, Protocol=TCP, Port=8 
0} i:ftS 0 

[0 0 2 9] $l^T\ Xf77'S30 1 3(C*5t>T. ^ 
- h^[S2 0 0 Hi, XT77S 3 0 1 2tC^5l>T^ 
L tcmU is 7*=f-*%:7 frZ 2 0 2 1 t»gtSo ^ 
tc, Kffll*f*<0-9-— /^2 0 0 OM^t-^2 0 0 O^iR 
S^nTl/^S L A N £OBftS(C J; otfftSS^ tltefi 
SIW«»JBHiK:a«SH h7t *y ^eoeaSfiWftSBIH-r 

50 S/c 46C0^I^o. -2 0 2 7^^-fSo &*5. (S]-Rfi 
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[0 0 3 0] fit, y-hg!2 0 0 Hi, Tsv-y-f 
S30 1 4lC*5l^T. ggv'^^-frfcSajLteiASS 
KDeai»«»JIBffl[4:**A//£eiSi»ttMHtt 
i o±8Et»§iie^H 2002. 2003 ic&m 

[a 2 i] 



Ss 



(d-i.i.fc) 



Ss 



(d.i) 



nu 



420S»4fl!t±Ss(d+1,i f k), Ss(d. i), nu(d. 

i)<DJ:5lcl23SrSo *yh7-*tfel>T, 

Kg 2 o 0 l ©#ffi«BH*fflJWffll) £ LTiiBfi^iltf 

y~bgi2 o o i ^bM^^ygtc^T^^^r 
s s (d f o, d tc&s i Tiagij^nsy- 

/c(illgl^ 1 o±*ft Cr&t>^?££ d + l ) tc$>£ 
5Difi«ffla«:nu(d. i). »^dtc*S i TttBUSttsy 
- hgB£/-ct±iHI»fi<o i o±8S G££ d + l ) teas 
S««*B*IKgM-*fcA©»9*k, ?££d&c&;i> i 

* d + 1 ) tcfe§ k T»giJ*tl*il«»BOSt»S» h 30 
7fc-y*©£5M»«MIB«*S s (d+1. i,k)£-T£ 0 C 

C^2 2] 

1 

Ss 



(d+l.i.k) 



nu 



Ss 



(d.i) 



(d.i) 



^12002, 2003 iciB/W *easm«MH4fl** 
tB-TSo cnii, y-hgi2ooni g##f$ofc 40 
mmmmmm* i o±anoa«*B^Ticwu:wo a 
tsc ^^-To (a 7 tin i offlfltfc:*5ttse25flf«aa 

h&B2 0 0 mgg£d = 0T*fet), C(D^ d = 0 

12 i ^<Dmm<Dfrm?&-?z>rcisb'f- hmm 20010 
i ti 1 ?ft5e y-h«i2ooi oeat»«*JiBfflo 

aw* lt, eatw«tana^8 0 okb ps -c*ofc 

i:-ra o ^LT, hSB2 0 0 1 \Z\$2~D(0 1 0± 50 
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SitOiifigB 2 0 0 2 . 2 0 0 3tf£q£T£/c*6, lO 
±«OliSianu(0,1)(42T65o £^T, ¥-Y 
8B2 00 1IC^ i#S©io±Sii^a(lStl2 0 0 
2 0£2£»«*JKffiS s(1,1,1)M2#IOl o±SS 

coafi^g2 o o 3<oeaiw««ji8ffis s d.i. 2) a. 

S s (0,1)= 8 0 0 k b p s£nu(0J)=2-?RfdffLfc4 
0 0kbps ^^:^>o 

[0031] Bmw&mmmm&mmvmmgm 

2 0 0 2, 2 0 0 3OaMran o i8<0Xr7^ 
S 3 0 2 1 tC&l^T, aHSSeffi 2002, 2 0 0 3 te, 
y-hKl2 0 0 1 tfjMfiLfc (Xf7/S 3 0 14) 

2^^, wm&w 2002, 2003^ gfiurcfc 

0 2 1 KB»U ^S^^+RtfS***/*** b 
<0GaW«»JBffl*C»S£LfcS**a-2 0 2 7 *Sfig 

msic^-r^^yL/^ 2021 (o^myji^vx^cm-o 

[0 0 3 2] iIfi^B2 0 0 2tiX-r-yys 3 0 2 3^ 

*5^t, *<D±mc$>%mmmw2 o o 4 9b«b 

2 0 0 3tt*©±«tfc:ftSBHI«cB2 0 0 SJkXS2 0 0 

2 0 0 1 (OXf 3 0 0 3 fcl^MSTrfeSo "T&fr 

*k 11^12 0 0 2, 2 0 0 3^ y-hg!2 0 0 

1 ^bSflU/cg^^l^Wlfii^ i o±ssoaftsm^: 

812 0 0 2, 2 0 0 3COm^ dte 1 CCDr£2 
d = 1 ICtt 2 0®ffiffl«Etf#fiEU 1 #B<0JHH1 

8l2 0 0 2OiliK 2#gcQM{I^S2 0 0 30 i 

ii2T'M. afi^S2 o o 2 (D&mwmmmm s s 
d,i)Mifsi2 o 0 3<D&mmmmmms s (1,2) 
tnffty- h£EH 2 0 0 1 frz&mLrc&mwm 

MRUS s (1.1,1), S s (1J.2)T*feD. t^4 0 
0 k b p sl?$>£o fit, iifi5SB2 0 0 2lC.lt 1 O 

©±8R<oai«ftB 2004 wfr&?zrc*b^ 1 o±^ L £0 

MdSBISnud.Dtt 1 TfeSo .tot Mfl^E2 0 
0 4 <Ogi2Sffir«*JBBffl S s (2,1.1)^, S s (1.1)= 4 0 
0 k b p s£:nu(1,1)= 1 TiHl/c4 OOkbpsi: 
^^»o — ilfl^S 2 0 0 3 fCte 2 ~D(D_tifo(Dmmm 
12 0 0 5, 2006 tffttETZfc&b 1 0±flS<DiIft» 
dttftnu(1.2)tt2T»ft*o <fcoT, afl^B 2 0 0 5 60 
G5g»«»JHfflS s (2,2,1)SaH»l2 0 0 6 Ofc 
i5Hlf««IIBttS s (2,2.2)te, S s (1.2)= 4 0 0 k b p 
s£rnu(1,2)= 2T*Bfc»LjTc2 0 0 kbps h^^ Q 
[0 0 3 3] ^ LT, iiUflSlil 2 0 0 4 tiafl^^ 2 0 
0 2^e>, aff^S2 0 0 5, 2 0 0 6f*ilfI^B2 0 
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0 3^6eaS«f«»Ji8«S*«ffiL. iI<fi£B2 0 0 
2. 2 0 0 3IC*5tt5Xr7yS 3 0 2 1-S 3 0 2 2 

BrT'fTSfc*. Xr77 P S 30 2 3tii{Tl4-^c 

[0034] mc, ?-bmm2 0 0 1 jkifMm\&2 

002-2006 <D^1E Y^Mv t tfLtimvmttWR 
t~£o 09<OXf77S 3 0 3 1 tC*5i/>T, y-hgB 

2 0 0 1 RtfilffSSB 2002 — 2006 fi. DDoS 

-f&£. hSiB2 0 0 1 RtHiBfl^il 2 0 0 2-2 
0 0 6&. Xf7 7S 3 0 3 2fc*5l^T. C<DtfitiiZft 
tcT-JE h ^ t: v Z *ft*Stfctv*>- v bvmimTt I P7 

ux$ght-&d. fro, sav'^^ic^a-rsfci^ 
?*#*^iE^y*7-* fit, y-hg§2 

0 0 1 RUmmi£\U 2 0 0 2 — 2 0 0 6 tt. XT77S 

3 0 3 3tc4ol/^TCO^FIE>'^-^^^^:7^;b^ 2 0 2 

^f^^sic^T?^;^ 2 0 2 1 co5MR7;U=ry X 

tries' y**-* t?whijs h**»><*- 7ho 
eia»«tt*6u:«iH«n*. r^ts. s»/^yb 

Ci^IE^X2 0 2 4t»«Sft, IEJWPJJB#fr&<D'< 

T§S^77 2 0 2 6Jc»3i$nSo 
[0 0 3 5] J^KWLfclBWoeaS«f««IB«rSI*IS"r 

^ 0 mi o*iy-haiH2oo iMi§8i2oo2 
-2oo 6oeai««wiBfflo«HoiiifiF*«-r7n- 

[0 0 3 6] Xf-^S 3 0 4 1 tC&^T. E±«[(DiI 
(i^S2 004-20061*. &*£«/*!r-y h(Dfc3M 

t:^^^l+S'J*r5o *WC XT77 P S 3 0 4 2lCl^ 
iOASIB 2004-2006 t*. C CDiTHM LfcBrtKSS 
/^r*y h<DA*! h^t-y>T*«A*eai*«tt«: 1 o 

±8Eoii«sB^, -?%:t>*>, mm&5 2 o o 4«as 

ttB 2 0 0 2 'V ifflflSiS 2005. 2006 (iiffiUtt 
12 0 0 3^ilBrt"5o WIAff, 01 1 com 1 OtPMtc 

SS5fc^i§2 0 0 7. 2 00 8i)^«T2 00 0 kbp 

ti. iidSB 2 0 0 4 (iiifsSB 2 0 0 2 ic A^teiM^ 

«<I2 000kbps £\ S§3fct£E2 0 1 OfrG) 2 0 0 
0kbps. «&K&i5 201 lfrb3000kbpsO 



(14) «MH 2 0 0 3 - 2 8 3 5 7 2 

<i^b 2005 a xjiBmrnwrn 2000kbps 

ilff^B2 0 0 6i*XJj&mm%S.m3 0 0 0 k b p s£r 

sanguis 2 0 0 3icaisrr5o 

[0 0 3 7] ^IC, m 1 0OXf7^S 3 0 5 1 tC&V^ 
T. iIfISB2 0 0 2. 2 0 0 31*. lO±Ht<D£T<0 

^r§(f-r^o TZ>t, Xr7 7 J S 3 0 5 2tCiI<^. ilff 
3£B 2 0 0 2 tt±SKOilflSB 2 0 0 4 ilfl 
mm 2 0 0 3 (£±SK0il<iKB 2 0 0 5. 2 0 0 6WH 

tf*ntfcn*ttfflt5. «i*Mf* iifi^E2 002 

-SilffgB2 0 1 2*^Oft*$gh7t7^* 

MitSo ^Ltxf7^s 3 0 5 3ic*5v^r. mmm 

12 0 0 2, 2 0 0 3 te. XT7^S 30 5 1 T±T<D 

sKftttEtt*. xt77s 3 0 5 2x*mni,fcmimmm 
m *5» 5 ftisgg^ ^7h osjg xii t * 

20 0 0 1 lc5i£0T£o m 1 1 OffiJ£J3^Tftt0Jl-r 

So *S*ftB 2 00 9^ — 85/1/—* 2 0 1 2 tC 1 0 0 
0 k b p s(0?(iSg/^7 hSrjgfiLTfctK —85/1/ 
2 0 1 2 1*. COl3(f§M^7'7 h^r^fi^!l2 0 
0 2lcjMfctiLT^5o iHt^B2 0 0 2t*. ±SK<DiHt 
g!2 0 0 4fr8SfiL/c:ft»gg/^y hOATtlfeiM 

M12 oookbps t-mmmmmz o 1 2fre>E 

&A*2ft*&*§Sh"7ti-;>* 1 0 0 0 k b p 
ItL/c3 0 0 0 kbp s^-hg!2 0 0 1 tCil^P 

l. mmmm 2003^ ±'tk<ommm^ 2005. 2 
30 00 6*^SBL/*c«8§g/^7 Kox»eai««« 

^r^i+Lfc 5 0 0 0 k b p s^-hgl2 0 0 HCil 

[0 0 3 8] m\ 0cDX7^-y7°S 3 0 6 1 IC*3 

^t, y-h8l2 0 0 1ft 1 O±cKt0^:TOiS{i^ 
K. T&fr^. ilf!^B2 0 0 2. 2 0 0 3fr6l**S 

Xf77'S 3 0 6 2tCit^. y— h»B2 0 0 Hi 

±8Koa««B 2002. 2 o o 3 wnfr 6 mm a* ^ 

40 7 7°S 3 0 6 3tC:fc^T. X^-y 3 0 6 1 T*£T<D 
±8ftCDa<S«B 2002. 2003 fr^SflL/cI^g 
KO^W-A*eaMI««fc. Xf77 P S 306 
2 TltiPJJ L/£aKH«*B*C*tt«a*8»^<-5r *y hcD 
ilgEA^h^ti^^^^jfjp^L. y-h«B2 0 0 1 £ 

*5ttsaw«H^^r-y ho^itA^esimwii^wm-r 
§o fits c(o»mLfc^«-A/3easff«ffl[*a»cff 

eK*«MRSBI»»**. ±iffi(OafI^E2 0 0 2.2 

o o 3fcaf<rrso cct% eaw«MninflEfflonLtu 

50 »ffi*RWt5o ffiWlCS^tll, y-hlS 
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[ft2 3] 

SS (d*l.i.k> » B <d + i.Uc> ■ T (d . 0 > SS (d.i> 

££<DSJft«:{gl:±S s* (d+l.i.k), B(d+1.i.k), T 
(d.ih Ss' (d. DOHvlCfES^f^o h7-*tc 

fe^t, y-hgi2 o o i oi?at§Pii^wjio 

TiI{i^H^IKSiJ-r3#^ i , iS£ d i T'lffiSU 

eSfflfStMBffll* S s ' (d. i), d tc&£ i TSSBU 

©£»A;b£iM#«B*T(d. ih d tcfeS i 
SiJSti«y-hSBS/£tiiHl«Hoio±8ft «£2 d 

dtc&s i -eiK9j«nsy-haEHSfcttji«tt«o i 

o±»t (r£2 d + l ) kTttSiJ*tt*««!SB*p 

*B(d+1.i.kK LT, »SdKfe« i T»«|giJ«n* 
h^BSfcteilffgBo i o±ift G££ d + i ) tc 

SIW«lMBHBfl[«r S s 1 (d+1. i. k) tn o COI: 
eatWMMRMRBBU:. WTOStltfi^nSc 
[ft 2 4] 

B (d-M.i,jo 

Ss ^uw = T . Ss Vo 

(d.i) 



SI2 0 0 2, 2 0 0 3 lC»CT?££iiiffiJ£flmUftflfi 

^nm-r^o cnti. Mf^flSB(c£t*&«gra»s 

C ^^/TnLT^^o /c/cU ^-hgf2 0 0 1 (Dfcm 

mmmmmmm<Dwmm s s • (o, d «eiM«f«»jKffi 
<o«jwmibs s (o. n^rai;-****., b i i (omtimmm 

0 0 1 cO&«-A*eaSW«ffl[T(0.1)tt, ilft^E2 0 
0 2<0^tA^gilHi^fflB(l.l,1) = 3 OOOkbp 
s £iSfI^E2 0 0 3 0^ltA^e5M^{BB(1,1,2) 
= 5000kbps t0^lt(fi8 0 0 0 kbps T£> 

So £/c, eatffi«iHnHSiiaotDiiM«s s v (o.d = 

S s (0,1)T*fe£/ca6, 17OiJ;0, Ss' (0.1)148 
0 0 b k p s t&z 0 ioT, ilff^B2 0 0 2B&m 

VMtammn s s ■ a, i. d s4. ms^is 2002^ 

ItA*eiM»iaffiB(1.1.l) = 3 OOOkbp s^y- 
h&m 2 0 0 1 <D^ttAa£iMI&«fflT (0, 1) - 8 0 0 



(15) IfM 2003-283572 

okbps t«gi, 2001 (o&mmm^i 

Pll^ggffiSs' (0,1) = 8OOkbps«*Sl/£3O 

okb ps ^j:D, -75-. mmmmz 0 0 3ofciMW® 

SMBIISfiffi S s f (1.1, 2) (4, ilfl^B 2 0 0 3 <Dmt 
A*ei3l»«!fflB(1 f 1.2)= 5 OOOkbp s^y-h 
3£iK 2 0 0 1 O^ltA^eSWlT (0. 1) = 8 0 0 0 

k b p s T«IL, y-h8i2 0 0 1 0(cig*JaE*J|5S 
IBKfi S s ' (0, 1) = 8 0 0 k b p s ^SUS Lfc 5 0 0 

k b p s t%:Z>o 
10 [0 0 3 9] il OOXf'yys 3 0 5 4 (C*5l^T. M 
fl»B2 0 0 2, 2 0 0 3(4, hgl2 00 1*^ 

3 0 5 5 K&L^T. SatflttB 2002, 2 0 0 3 fi, & 

gg^-2 o 2 7<oeai»«wjfB«i*5«L/-ceai»w 

WJH«fi«S»i:«SnseiSi»lf«WJHIiB«*cKML. 

7^5 3 0 5 6tCit^, Xf^yS 3 0 5 1 t?ii(g«B 
2 0 0 2tili8l2 0 0 4^6, ilAttB 2 0 0 3 (4 
iiS« SB 2005, 2006 frbgim LfcA*easai« 
20 fit, At^v^S 3 0 5 2 TltiB'J Lfc^KJSflSB^iES 
A*r*nSGiMW«fflStf^y^ , S 3 0 5 3T'f-h 
S12 0 01 ^&SBL/-ce^«»JISnB<S«:S^]f 

m Lfc«awii/^v ho^ff«mRiinBta«:$A,ys 

Gailff«WHHB}fi**)IHJ-r«o fit, ccDHtBL 

fee^*«wi8ffl*dA,«eiM«r«»fi»^*iam»B 

2 0 0 2 ttiOMiSB 2 0 0 4 tC, iiSfg^il 2 0 0 3 (4iiB 
ff^B2 0 0 5, 2 0 0 6tCjM{§T£ 0 C(Dh^C0^tH 
7ift(4, hgl2 0 0 1 ©Xf'^S 3 0 6 3 fcM 

tiffed 

30 [0 0 4 0] {?!l;U4\ a l l OW*l^TBfflt5i:, 
IS8I2 0 0 2 OCiSffiKMKHBfl S s' (1.1) 
(4, y-H6B2 0 0 1 ^65«LfeeaSflf«!BJIBSlfi 

fass' (n,i)T*«3ookbps, Riai^afise 
12 o o 3(DB&mwMmm&ms s* (1,2)^4, y- 
hii2oo i3ir6SBL^eixw«jwnnBBs s' 

(1.1.2)T*S 5 0 0 k b p s h*S 0 ^LT, xfllfl^ 

1200 2tu*3^s^itA*easwJafiiT(i f DJ4, ii 
fi^H2 0 0 4(0-&n-A*ea«f«fflB(2 f i f d = 2 0 

0 0 k b p s ^ffirSA^cO 1 0 0 0 k b p s ^O^ntffl 
40 3000kbp sT'SSo ctoT, iiffSB2 0 0 4 0} 

easffUMniiiBffs s' (2.i.D(4, iifi^H2 o o 

4 CO^StA^eSm^Sflg B (2. 1. 1) = 2 0 0 0 k b p s 

ttmmmm.2 o o 2*c*5*t*^tf-A/3eas»«fiiT(i f 

1)=3000kbps T'^S U ilfl^B 2 0 0 2OE 
]XW«EadlB»Sflfl Ss* (U)=3 0 0 kbps *JRW 
L/c, 2 0 0 kbps iz^So £/c, ilfI^S2 0 0 3 
^^frtS&8tA*eaSW«fflT(1 f 2)tt. 31{Ig^2 0 
0 5 (D&StA^eMS«f«ffl B (2. 2. 1) = 2 0 0 0 k b p 

s hmmmn 2006 <D^ix^m^mm b (2. 2. 2) 

50 =3000kbps i:£0^§tfl5 0 0 0 kbps T^S 
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29 

tztb, 2 o o 5<D&j£mm$mmmms s' (2,2,1) 
t4. mmum 2004 <oeas»«»jE«asifiiti b (2, 2, 

1) = 2 000kbps **ttAflga«*fifiT (1,2) = 
5000kbps T'&£g U iHI^S 2 0 0 3 CDgiS^ 
KMBHBflES s* (1,2)= 5 0 0 kbps**RUc 
2 0 0 kb P si:^^ 2006 oe&WKMHBIBtt 
S s 1 (2, 2, 2) C4. iimSsB 2 0 0 6 ®Ci£ffittiHi5ai 
fi{fittB(2,2.2)= 3 0 0 0 k b p s fciidKB 2 0 0 
3«C4Btt*dttArtg»»««T (I2)= 5 0 0 0 kb 

p s ri*s u mm%m 2003 oeawwigiBMBfiB #0 

Ss' (U)= 5 0 0 kbps*SILfc 3 0 0 k b 
p s k&£ 0 

[0 0 41] iffi{f 3£H 2 0 0 4-2 0 0 6 U\ 7f7^ 
S 3 0 4 3U:*5^Til<I8B2 0 0 2. 2 0 0 3/)^^ 

at*«wji8HfiJB**«S'r«o -r*fc. xf7^s3 

0 4 4 tC&t^T. iffifHSH 2002. 2 0 0 3 (4. §U 
*a-2 0 2 7<oea!»«»JI8<i*2«L/J:ea!WWM 

[0 0 4 2] CCQflL ilfi^B2 0 0 2. 2 0 0 314X 20 
TV 7S 3 0 5 7 lC:fc^T. &31/H4. iilll^B 2 0 0 

4~2 0 0 6(i, Xf7^S 3 0 4 SKfc'^T. ±§S<0 
eiSiW«WIBHfi^6-SEBJIHILft, ££tH4. 

hoei2iflf«^eai»«EBfi«ai:Hfi 

3£<0ffl*S?fl:L/t. &k<Dh y2f*E«U 
cn**m-r*fc. 3I^ASHlcii[SA:fc2nsA9l 
iih7t7^et»Il (Xf7yS 3 0 4 K S30 
5 2) . T^OililSM^ItA^fEiMmMffl^^lflL 
T (Xf7^S 3 0 4 2. S 3 0 5 3) . WtflEi3§flf« 

B#wwi»*tiftx*e3aHir«fii*«ffl'r«o 

h »*fr«c^Lfea«BeB« |j to±a[tc(ttB , r«a 

BttBlc»MBODRtt«B«-r « C kT\ h 'J 

£S L fcii«SB<0«±8R<0ilS«B £ T*<D±T O 31 ft 

«Btf-»fc?f Mfi*l«J6-r i:oTU 

[0 0 4 3] kc3T\ W±BtflSLfc»mi, i-^TtclB 40 

[0 0 4 4] LXT. Bifii*#KLC05BWO— *MBB» 

14. ^I§(Oil{l^B7 0 0 1 !Cj:oT»««nTt^ e 
■?* LT. ii«SH7 0 0 l tcti l fe*fc*i«Btfw:i— 
Hfcoziye^-^ 7 0 0 0 4»«t5CfctfT?t5J:5 
tftott^o :x-+f-<D3>fcfa-# 7 0 0 OfflXIIBlT 



^12003-283572 

3 7 0 0 0 tfiMflL /c/^*y h*a«*y h 
y-tlLCD&S- Ktc{ftB-r*il«SBB7 0 0 1 #JE# 
Ifciiif &CkKcfc b^fttOa- if con 

>e^L-^ 700 oicjittScfc^tc-rso 
[0 0 4 5] ;»c. ii«»B<o«j3t*co(/^TKM-rSo 
HI 1 3(4. jffiflH*B7 0 0 1 OrtjBOSWtjSt^Dy 
^HlT*$>£o H 1 3*C^rf ilffl^B7 0 0 KC 

t4aft^7 0 2 4 a. 7024b. 7024c. 702 

4 d#»tt*tlT*5 0, 9fittB7 0 0 KiCtl&oa 
B«*^ 5 flkOifflffl k OlfflTv ^ 

17 00 1 ICte, ±iaO#iifi*9 7024a — 7024 
d KlJttSLfc-f':/*:7x--*6P7 023a-7023d 

k. h*ieaT*ffla*ft'5ft»©iEiSi«ia«7 

02 1L h Ol£Si(0RcDeiM5tc0«ffl*fB1g-r 

£ Keflex- 7;U 7 0 2 2 k. r 7/<*y hlctt 

(Act iveNetwork Execution Environment) 7 0 10k 

88*7 0 1 0(4. ftgfHC. 7^f^73-F (^P^7 
A) **fr?-*fc*©3— K*ff«7 0 11k. 
*73— K*IB«LT*<fc*©3-hJ51fi«7 0 1 2 

[0 0 4 6] CCT\ Hi 1 3##eaL&tf£K C<DjffifI 

817001 <D«if^MottB*KW-r*o r^is-r^fiiio 

il««B^6il«»7 0 2 4 d^LP^7 h#iO» 
-T£k. Y>^7i- X»7 0 2 3 dft^cD/^v b£: 
SfILK3i«ia8P7 0 2 l tcffiTo GSSA3BB7 0 2 1 
(4. »«*lfc/*5r'j/ hO^\^^gp»tcffi|fl$nri^53S 
ffTC (source) TKUXkJBJfc (destination) 7KU 
Xk^BS^lX?}. *&K*ft&<DT FUX**-fcLT 

eaBtT— 7;neisgi57 o 2 2 tetany nri/^s^Tt 

x— 7;b£#EB-r&CkK<fco-c\ ^ca^-y Mck? 

[0 0 4 7] /^^y h'NOWffiti*:* < 2iit)^^tt?, 
n^>o fO/^y HC»LT7*f-f73-Ftlfflt 

<D/<'rv LT 7 ^ f -r 7a - F^Sffi 1 1 0 
T*feS«#*c«. ftj£ffljy!fS7 0 2 1 (4. ^(O/^-y h 
^:r^7 L '<7^^y YV-^WnW&l 0 1 OtuzSTo T 
^-r^7^'y h7 — tmiW&l 0 1 OlCfc^Tte. 3 
-K*?tSP7 0 1 1 tf^<D'Vry hft^mo, 
>rv F^lTMt^7^f^r73- K*3- FfB 
<gS5 7 0 1 2 *^R*aLT*?T"rS 0 4*5. 3-F* 
?rgP7 0 1 U4. 7^f^7a-K^7im, ^ 

SP7 0 2 uc jSLTWiOfflfi^BJi: 34 LTlciM-TSCk 
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(4, aia*(ESjfeJC»«i;L/£:^>^7x— XSP (7 0 2 
3 a^7 0 2 3 b ^ 7 0 2 3 c ft if) fcjftU ^O-f^ 
^7x-XSl5^ilSfi8a (7 0 2 4 a^7 0 2 4 b^70 

2 4 eft if) hzmtommmsizfRmt 

[0 0 4 8] ft4b\ CCT'(±51{I^7 0 2 4 d^/l*lT 

CO 0 4 9] ^tC. iffif!^iM7 0 0 1 MOGjMffi9»7 
0 2 1 HcfcTrSffiH (Tty-^-f 

[0050] *nm&mtfm&£?2>y\s-i» r 7-ZT* 
r^T-^zr^y vv-zmfimmt^'rv f<d4hc 

£o CCT\ ^TCO (^d- M;l/) I P7KUXOl^ 
£ I fc*b*rfc<0£-r5o £/c. ^{I7tl P7Kl/Xtf 

(s, d) i:gWtOi:t§o jfllflSllor^ 
[0 0 5 1 ] *7l/-A7-^T'lt ±EW^©3.-1f 

F7-**fT«[ai*«^fcii«»B (y-F) k 

<£oT§{I2n/c/^y h tctt 1X7 **X-TS«II®5: 

A= { (s, d) e [ (Ox I) U (IX 0) ] I 
d} 

BiftStTOI P7FUXOt^ft*^^<I^£fcl2 

[0 0 5 2] ^fS^L-^c^'T^nfSOT'^T-^r^- 

#@ ( 1 < i <n) 07^f^7^-F(±, m&C 

(1) (C (i) ca) tcg-T^^y h^-v^f-t 

T. Tfr*7*v hy-ZMfimm*. c (l)Uc 

(2) U Uc (n) ftSft*^(OS«-e« 

(s, d) lc<fcoTfi3&*n5fc©TfetK 
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[0 0 5 3] Ull 4 (4, 11 3tC^L/c$c3Mft-r-y;l/ 
0 2 2tCffi^^tlTl^e^^-^/l/£0-(?y 

fc«>K:£*4«ffiti;, cco^^ftlEiMSfe-r-r/l/tctett 

[0 0 5 4] mi 4tcarf <£?lc. KiMftx-TVl/fcL 
*>f:/ (Type) tffltTVXs* (Destination) fciMfi 
7C7FUX (Source) t^M9c (Send to) (O^rgg^ 

^^^abtfeOt'SO, tTfr-i'? (Active) J 
ft£^ti Hi^t (Regular) J <D^irtlfr<Df£%£Z> 0 

<D>\>tv b(D^9u I P7 FUX^o^tFiUffTc I pr Fix 
&?g7 F UX i:i£{§7c7 F UXOffl^^A^ *y ^ L ft 

20 [0 0 5 5] #>(7<Dmff tT^T-*-/] T$)§x>h 
U— *f^<D/^y htcilffl-r^r^-r-r^n-F^: 

[0 0 5 6] HI 4 tC^T$5iM7 i c:7 L -r>'l/C0^JiCfel/> 

30 56ft7 KUXtf r 1 . 2. 3. 4 J TfeD, iSfS 

7c7Fl/X^ TAny «5Tefc<fc^) J T'fetK IciM^ 
rr^-r-r^n— FAJ t^ott^o Ctl^, iMfl 
S7KUXAV*^S7Kl/X-e6ott, ^7Fb 

xtf ri. 2. 3. 4 j {c^y=f-~?z>mtric{±, m^T 

Z'tyy ^FU^-fcLT7^f'f7^7 h7-^i 
fT»#tffi»*tl, 7^r^7^-FA^«tl^C 
i:^t)LT^5o S2 0xyh'j-m 

rr^-r-r^j T'*o, «fe7Huxtf ri o. 5 
0. 0. 0J T'feO. affljcTFUxtf ri i. 12. 
40 1 3. 1 4 J TfeO. GiMJtA' 5 rT^-r^^n-FBj 
tftott^e CtUi* 5S5fe7 FU^i:jM{f7c7 Fl/X 
©W7j#*n^tt±8E©IHK^ ^LfctB^cti, RMS 

ck*«bLTi/^o ^/c. SB 3 <dx>f ^ 

r7^f-<7j T'feD. ^7Fl/X^ TAny 
CfiTTfe-tlO J 5Mfi7t;7 FbX^ ri 57. 

2. 3. 0J T'fctK IsSft:^ rT^-r-f 
ilftoT^So cntt JilftT KUXAVfrftS7 KU 
50 XT'&oT^ iHflzcT 7 FUX^ T l 5 7. 2. 3. 
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OJ lc-?y?'?2>m'&lCte&m?Z>'^v F£rF'J;tf- 
[0 0 5 7] d 1 4 £ 9 tC, KiMftx-y 

[0 0 5 8] U±f^0JJLfc^fi^[lcr)«.M^^<ti6^o 

ftT Kl/X$/cMft7 Kux^/cti^ne^or F 
5B5t r F U X Soa > T fu KIEaKfcT— 7;l/*#fia L . 

mmm^-fMc^m^m^'ry v<or fuxco/^ 

7 x -xg|5lcifiT £ t &tc, Huge«to5M^f— y/l/ti: 

To 

[0 0 5 9] *iffii»cWi,7^f^> r 3- 
[0 0 6 0] mi 5te, ±ieo-fe^zLU^^- : e7 :r ;i/i:^ 

5(C4ot>T. ft^§7 0 5 1 tin— *f A (On— »f3g5fcS 
IS, 7 0 6 1 figgfaEJw (Certification Authority ) m 
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Jn^tOTfeottgV^L, feSWil SP (Intern 
et Service Provider. << hSl^exiffi 

H 1 5 lc*VT (WT'W:. a-f^gf7 0 5 1 O I 
PZFUXte ri. 2. 3. 4 J T*&£c WTT'(t :i 
— *fAtf, 7*-r-f 73- F A £iflHl^il7 0 0 He S 

T, ^.-if A(i7^T^yn-FAOf^fT$)ott 

/O T--f FA £:i— «f A tfA^U ^tl^riffifl^lM 7 

0 0 1 lcSS*r*fc<D-efcfiv\, 

[0 0 6 1] (1) T^tJ;5tC. :x— *f Acool- 

bSlWi:MSh^Mt^o fit (2) -cavr 

vrnzmmmgrn i o 6 1 icss-r* 0 c<o£#. nsraE 

7 0 6 Hi. :x-1ffiK3fcgB 7 0 5 1 OIP7F 

SI^O€>cO£, :x— »f A*iWJ**fc*©1MB4:, n.- 
20 If M!£SeB 7 0 5 1tOIP7KbX Tl. 2. 3. 4J 
^BESai7 0 6 1 tcfBttSnSo 
[0 0 6 2] #K (3) Tyjkt&oic, ^.-1f***B 
7 0 5 Hi. ±T'^fiSt^n/c:^eg|^)fJt^TT^-r-rr 

FAtcm^s^-r^saii^T^o fit (4) 

"TJ:9(c, a-fiB*gi7 0 5 Hi, SMEBt*»B4 

n^r^x-r^-FA^iffifisfs? o o i \zmmtz> 

[0 0 6 3] C n^rSttTilflSB 7 0 0 Hi. ( 5 ) 
T^-T^atC. 7^f^7n-FAOSi^To/ca- 
50 +f AO«?KfflV«eiiEASB7 0 6 1 fr68tf#T*o 

T P7 FUX r 1 . 2. 3. 4 J fc, ±co (2) tCfcl/^ 

(6) T^-r^^^. mmmmi oo n^, ±isom^ 

(4) tCfct>T^i^n/c7^f - K AOt^I 
**4fclI-r*o fit, Cft#IEL<ttffi£nfcJg^lc 
il{f^S7 0 0 Hi, 7^f^73-KA^7^f 

[0 0 6 4] CO ( 1 ) fe^tf (2) O^Bi-WfT 

fctiT-B.iL— *fA<D&mmtfmmmmw7 o 6 1 cs 

ii^ti^i:. n.— iffiK£ttB7 0 5 l Ji^<o^iWiatc» 
fSrT 2> ffiffiM* ffl t^7^f^7 : eyi-;^^<ot' 

£>iifi^B7 o o i (c^ii-r^cttpj^r-fe^o 

[0 0 6 5] o£ 0 . ilff^E 7 0 0 1 (ilgffi (IS^ 
50 §(1L, ^iS^L— »f<0«?KEW»*KaE»ttB/r&*ffl 
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n£7ay^A<Dti?{SOi^ 
[0 0 6 6] *|3, ±T*ttWLrc5i«SH^<D7^-r-f 

7a- K(OH»(o^w*^a^«te-r*/-c**ctt, #<o 

Z&tfffimt&Zo 'MKDivmtLX. o.-+ftf£<Di05 
MiWftictofroT^So ssi^ii, £<DiHlKH (y 

UHll^Vfji) K * 7 ^ >f > TEW L T I ^ *\ flk(0 ffiff ja 

a> & sxf#-r « *\ a ^ t4 fl&<D<sr 6 *^¥gT*©fT # 

[0 0 6 7] :^tc. ^/SoMfyofc^(0,W®(coi/^TI« 
W3"T*o $>£}1{ISS (y-K) fcl&^T. nm<DT5 
7^7a-K**S§i2ftT:te>K i#S(l<i<n) 
£ j #g ( 1 ^ j <n) CD7^f^7a-K^ 

ni^c (i) (c (i) ca) tUk^c (j) (c 

(j) £A) icmiTZ/Vry hlCiiTZt><DV2b2>£fe 

e^nri^fc*. M(c (i) n c (j)) tfffin 
^■e(iai/^<k-5& i j ©si*** (ml i * j ) 

co*5a*itt, ^(D2mo<D'>i- u^co^-rnaHc 

[0 0 6 8] 95 1 (0*JS(OlWJBOS/^y*tt, /V^-y h 
(s. d) 

(seo (k) Adeo (1 ) ) A (k* 1) 
(s, d) e c (i) n c (j) 

^*S«^^B8-rSfeOT*fe5o ML, O (k) fc«fctf 
O (1 ) W\ -etl^n^L-lfk feAtf 1 lc£ oTPiT^^ 

(s. d) ^JSL^^T*fe§ 0 C^i^j:!^: 
[0 0 6 9] oStK ei2ljt-r-7;UtcaS^tlTV^ 



(19) ^2 0 0 3-2 8 3 5 7 2 

T&D, §{l>*5r-y h^cne>g 1 Ox>MJ- £H2 
cox> h U-irOI^lc^y^L/'cki^te, ^ l cox 
>hy-i:0felB2(Dx>hU-^:S5fe^^:T. M^SB 
2 x > h u - (D'* & — > lc JtJS-f ^7d^7 A^-^^j 

[0 0 7 0] ccoj;^:, £{I^<D:i-1fOT^x^7 

■arSCkti. 7^r^7^'^7-^«^TD 
Do S (^Sc^Do S, Distributed Denial of Servic 

[007 1] mztD^mtoffimtoisi-v*^ &%>/w 
v b (s. d) jcBBLTaMj*n*^2ow±or* 

7'^^^7a-Ko^^O^^*<a^^tifc*>cO^ 

*U^%^6nSo C 3-r^C^tci:D. a.— *W#r 

l^T^^w 7a- K^^tc^^fc^^mfirjtc^^T^ 
•r^7a-K^giJI^-rsc fcAWEStiS/P&'efeSo 
[0 0 7 2]*C, cn^T'tCif-</t^^35:T^^^7 

i n u x±CDJ a v a CSISiSai) ESvS/y (J V 
M) ^rJfJl>T7 7 ^"r^7^^^ h <DfflSB*S ^ jffiff Kffi 

[0 0 7 3] il 6(C^TCTTHi, I PX^-^ 

^Safill (process) (D— »fc LTfflBS LTt^o CtltC 

U *tT^« (7^f^7*yh7-^fif8«) 
ccDlc]M^cv L -7;Utcx>' h 'J— Oiiiin-^gUBK^rtT^S 
«t5tLt^5o ^/c. cntc#l\ ^7-^;U (kerne 
I) rtcoi PX$y?l±^m£%:2>rcit). A-*;Hc*3 
ttS;l/— r-f >y*^Pg1SfbLTi/^So fit, £U*^ 
>>-*y hOatf-jb^-^UV^fiP^^f^^n. 
^0 ;^*y h^7^77'J 1 i b p c a p^ilLT J a v a 

[0 0 7 4] JBSBO— SSfcLTfflWiLfcWUO I PX^ 
*y^(i, 7^f^7/^7h, O^OKjU^-r- 7;U± 
T*O0r£co£8tC77^tSI P7KUX C5S5t I P7 

■r-f 7a— KJCMLTiS^n^o —73, T^y-^Cf^ 
*y hWWOilW^/^^ ^-^;U{c^ottS I PX 
*y ^ k wao^ffiT»»»r*5iD»«ia^rt»fcffi» 
50 ^IrtotiSo 7^f-<W7 hT'Snii^/^-y hT 
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(i, v-fT^U 1 i b n e t *ii LTiMfcfci£ ft3o C "5 

[0 0 7 5] Sfc, »J a v a (SSiffiSI) (DA P 
£ Tjava. security J Mv^LtCctoTt + i'Jr 

WSOfca&OJgjSfcLTW: rx. 5 0 9J fiEWSJBiCS: 

I Tx. 5 0 9J cDHUgiJS (DN, distin 

guished name) CO— SHcS** C £lc£ 0 . #*fifiJBfB 

[0 0 7 6] fcfc. 13JT^^<, ±fd^vyU^V 

v 3 >t*& a > tr a — ^ z/7s TL>*m i ^ c £ cfc 

^ilLTV>^ 0 fit, ±aLfe-l(OJBi % -r£t> 

[0 0 7 7] ftfc. ±3&Lfc&=3>t°a-*:/n^A 
0, iiD««liSf*^»tt«nfcCPU (*5fcS&SI3£ifi) # 

ROM, CD-ROM^cOpIffi^it. 3 VfcTa— 

tt**U (RAM) O^tc, — SB$Rfl:/a^Z*J&0B 
[0 0 7 8] g=fc, ±B2^ay5Att. C<D?u<f91* 

7h?^7h9-^ (ilftSS) ^1Ui!sl»«<Diefi(s! 
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[0 0 7 9] gcfc. ±$&uir*7L^ umLfcmmcD 

SM#7r>r;l/ (M^p«« Tfeott,6v\ 
[0 0 8 0] TJSO^-hgB^/c^iKigg^ 

[oo8i] s*, y-h«BatfiMtt«(4y-h!> 

I P7 KUX^Off^Oji^y-KT^oT^fii/^o 
[0 0 8 2] fcLh> ^lfii^#F,SXTC(O^JjO^^!l 

20 [0 0 8 3] 

ScSSoaASB^D D o S &S<D&«©!g® h ^ t: -y 
^^tBtSi:, WJWoeaSflf«.W»K:J:t). ^<£>±jffi 

JO [0 0 8 4] «3ffloeSSffir«m0K:J:^%VSH 
^•y h LT57 v li^n/cIE^^'y hoeaS»«*liiP 

[H 3 ] iqUfltO^fiBU: £ S^iE h 5 n ^y **m*ft 

[Hi 4 ] ra&ttOJ&ffilc J:^y-hgS2 0 0lM 
II812 0 0 2-2 0 0 shm^&^mm^TfoT- 

[HI 5] mnifc<DBmAC£Z>y 2 0 2 1 tcfe^ 

50 [hi 6 ] m^ffivrnmiz z&f-hmmoo \w% 
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[0 8] l«|^JS(OJBmtCj:«ai«»B2 0 0 2, 2 0 

[0 9] WSIfiiOJBWCctsy— H6B2 0 0 1M 
ilflSE 2002-2006 (D^IE h 5 t ^ ^^m0#O 

[0 1 0] Bl*ai<0«lBfcJ:*y-h*B2 0 0 IS. 

-cfmmmm 2002-2006 oeiswssijisiioiHsi 

[dill raSlfifi^ffi^JzSH 1 OlBfiSEtcfeH-se 
atafttSOPISillffi co X U co m T* Z> o 

[mi 2] mmmmm*$ti7Vi*%T<>T'{zr*v 

[mi 3] mmn<D&m*n'<7T*zz>7 , tr7-'(7*v 
hy—$ic£ zmmmmft s-r 707^1? 

[014] BI*fltO}B»**fTT * £ T ^ -r 7* y 
h 7- * J: aKaSifer— >^;HB1*«B*cE«* tin ^ 

[0 1 5] W*«iO«tt**fiT**7'*T--rr*^ 
[0 16] BI*iS(0JEl»«r*fft***7'*-r-f 



40 



/0 



.?0 



h7-^IlSi*Linuxl<OJava (SSiS 
«) IS^v/y (J VM) N 

2 0 0 0— 

2 0 0 1 -y— h»R 

200 2—2006 

2 0 0 7—2011 
2 0 12 

2 0 2 1 

2 0 2 2 

2 0 2 3 

2 0 2 4 

2 0 2 5 

2 0 2 6 

2 0 2 7 



7 0 0 0— OL— 9*Ozi>fcr jl — £ 
7 0 0 1 -iHiSK 
7 0 1 0-T^r^^7 h7-^if 
7 0 11 

7 0 1 2-a— KlfflBSB 

7021 -teaifflasB 

7 0 2 2 ■■•(g^ftf 1 — ^/UffiteK 
7 0 2 3 a, 7 02 3 b-^>^7i- 
7024a. 7024 b 
7 0 5 1 -a.— *f«5BKi 
7 0 6 1 -BCEASeB 



01] 



[06] 



2010 



m 2m 




( sate ) 



| ggsghTwam [ — S301 1 

-S3012 



I 



-S3013 



-S3014 
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Cll 2] 



[0 3] 



mm 




mm® 


EWES 


i 


{Dst= 19Z15ai.1 /32.Protocol =TCP,Pcrt =80 } 


500 kbps 


10*9 


2 


{Dst= 19Z16&1 .2/32.Protocol=UDP) 


300 kbps 


10# 


3 


{Dst=192J6ai.0/24} 


1 Mbps 


20*9 



I4] 







1 


Tl KbDS Ui±<D/\try\-W 

si t9iu±a^ffl^nrL^ 


2 


T2Kbos W±<7) ICMP/Echo Reply fVry^t* 

S2 B>u±«&£fsanri>3 


3 


T3Kbos U±ra^*VS/to-2/NW 

S3 «>m±i*6B£<3enru5 



2021 



3<W 



2022 2023 



953 



— mam- 



2026 20^7 



052 



2024 



2025 



S3004 



85] 



$3^006 




S3003 



S3005 




17] 



2002 
:40 0kbps J 



2009 



Ss(1,1 ? l)=400kbos 



2012 

2005 

^Ss(2.2.1)=200kbps 





SsCl, 1,2)=400kbps 



^00 1 2000 



(*"-Mi<) 



Ss(0, l)=800kbps 
i-1 , 



l2 ou 



0 

d=0 



[1*18] 



I 



-S3021 



-S3022 



-S3023 



[H9] 



-S3031 



I 



~S3032 



WfltflcSS ~S3033 
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2004-2006; abator*) 

^ ^ S3^0 41 



[13 1 0] 
2002.2003: iatISB(J>-5) 



2001; r-K^s(r-KOM) 



X 



S3042 



S3043 



( Bats ) 



-S3052 



^53053 



-S3054 
— S3055 



S3045 



S3044 
0- 



X 



-S3056 



MJtfEIS --S3057 



S3(361 



1 ^glA^3S2^5EfaSf§ 







S3()62 






' $3063 



CHi l] 



2007 




2004 

_1_ 




jfifigg ^ 2002 

(ft-9) h^Ss* (2.1.1 )=200kbps J 

20CKM) X ^ 




k=!,i=1 



Ss"C1. 1. 1)»300kbp9 
3000kbps 



2009 2D05 

f " n " 1 Ss'(1,1.2)=500kbps 

J^aiS DDoSJSttS / Ss'( 2,2.1^20Qkbps 

2000kbps ' ^ 



2012 



^2010 
3 000Kbps p 



^^2011 




2003 



1 



afs las 

(F/-*> 




5000kbps 



<Ss' (2,2.2)= 
300kbps 



0 

d=0 



LAN 



2001 









hOU) 



"600kbps 



9-A* 
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1 3] 



His 



7010 



M3-£*f5«UB 

(Active Network Execution Environment) 7qi 2 



7001 



7021 



7011 



7023 





r*A I 






KB ! 




1 79r-f7D- 





7022 
/7023a 



n — I Y:/g^x-;*g f 



7023b 



7023c 



CH 1 4] 



s-<y 

(Type) 


(Destination) 


(Source) 


(Send to) 


(Active) 


1.2.3.4 


Any 






10.50.0.0 


11.1Z13.14 






Any 


157.2.3.0 




as* 

(Regular) 


1.2.0.0 


N/A 


29. 15. 20.1 




11.20.0.0 


N/A 


109.1.1.10 




199.1.1.0 


N/A 


120.0.0.1 
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im 1 5] 



706^ 
(2) iiMfflSfiS, 



(Certification Authority) 
CISPtfBIiE»<Z>«8S£ 



E2 I 

§n«>Q 



< I P 1.2.3.4553J5 



<4> aeaic?^ 
sa 



(5) f5TOB3g^&E3 



l P : 1.£3.4 



C I P 123.4 S53ft 



ill 



7051 



I P 1.2.3.4 



7001 : ai^SE 



1 6] 



JNl 



ibpcap 



Sit (kernel)* 



7^f/ K (Active Code) 



1 


HaflSlS (Execution Environment) j 







libnet 




factive packets*) 



(regular packets) 



JttrvhMS 
(packet capture) U 



(copy o! incorrtino 
packets) 



disable routing 
(ip_forwaid=0) 



■: (data fink) • 

T ~ 



(Incomlno packets) 



t.. 



(outooino packets) 



(72) JEW* XU • 



F^-A(##) 5B089 GA04 GA31 JB16 

5K030 GA13 HB19 HD03 JA07 LC1 1 
LC18 MB09 



